Clearing Ltd.

“FrRTEd faEera UrEE afeEr faaer @Fargdn Far g FTAEEed (qaord, 2089” &
THT Y FEIH fafeus uve feaafes fa (afeuata) & greewr 9f=m fgavo faadm soa
TIEAFT AN faedT Fares JoneTE fadr® T AEsad @ve UF, Y083 AAEr ATHA
AT TAW T @E GEHAT A da@rgadr A U fAEforer awWifa R q4r @ aHiaHE
Requirements T AT @R AT F=1 FFMeTd wuar fAfaer o @) feafas e
AHI? AATATdF/ FIFTH (Upgrade / Develop) T ATIA TH FHIIT &FHT AqHT AUH
TgF FEAESAE T9 FAATHT 9T Tad AR T0eg | Feardkd @A s 9fe=r
fagor (FargdT) FFeredT 90 SAEEIE AT “Feaied [FEAT qEd e fFae @darzdn
AT HEAT FTAFATAT 9T, 2088" T7 . &1 IIATZ www.cdsc.com.np TT THT TTEHT
PIERT AAFERT TR |

REQUIREMENTS:

A centralized digital KYC System which can incorporate the accounts held by an investor and define
the investor uniquely with its KYC related information. The Application will have following features:

General Requirements:

1. Application should have N tier architecture in which the functional process logic, data access,
data storage and user interface are developed and maintained as independent modules on
separate platforms due to which maintenance on separate module can be easily performed.

2. Application should be highly scalable and reliable. It should handle growing number of users
with increasing resources and should work smoothly at any time.

3. Failover policy is to be maintained in system level and application level as well so that it
ensures no single point of failure at application level.

4. Application should have cross browser compatibility to support various web browsers

identically.

Suitable authentication and authorization mechanism is to be applied into the system.

Application should satisfy Top 10 OWASP vulnerabilities.

Application should not be dependent on specific platform. It should be platform independent.

System should trace the detailed transactions occurred into system. So, Audit trail is to be

maintained for each CRUD (Create, read, update and delete) operations.

9. Role based content management system is to be endorsed into system which enables non
technically minded users to create functional pages or upload and modify content themselves,
without having to outsource the work to technical manpower.

10. Application should be developed using proven standards used for application development.

11. Application should be developed using OOP (Object Oriented Programming) approach and
RDBMS (Relational Database Management System) concept.
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Specific Requirements:

1,

10.
11

1z,
13.

14.
15

16.

User friendly interface for the qu rewof investors, therefore allowing for larger
volumes of KYC registrations.

A unique KYC ID will be generated baseﬁg the data captured as per the SEBON directive.
The centralized KYC application sr@wg :‘1‘ ow ?f' the features incorporated in the centralized
KYC operational directive 2077.

New investor and existing investors with single/multiple BOID (Beneficiary Owner ID) will be
mapped under this unique KYC ID.

Implementation of Artificial Intelligence to perform the first level of document verification
and fraud document identification and person verification.

Proper user management and authentication mechanism with role-based content
management system.

Proper and sufficient MIS report with Business Intelligence features using appropriate
analytical tools.

Ability to integrate with various other systems with standard APIs.

proper audit logs of KYC creation, modification, and downloads.

Proper validation mechanism to ensure the deduplication of KYC record.

Data analysis mechanism to find duplicate DEMAT accounts in existing database and maintain
their unique KYC.

Full-fledged Mobile APP operational in both Apple and Android environment.

KYC DATA must be made available for the easy access and downloadable to the various
stakeholders and other authorized authorities.

Generation of QR code for each KYC ID created.

END Users official consent taking options should be available in the system for the use of KYC
ID by other stakeholders.

The application should be scalable as per the change in government regulation.
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